
Five Acres High School
‘Staying Safe in an Internet World’

WELCOME

‘ ’ 

Q. How safe is my on line world?



Online Sexual 
Extortion

SextortionWebcam 
Blackmail

Online Sexual 
Coercion



What is it?
• A form of blackmail in which 

sexual information or images are 
used to obtain money, further 
images or sexual favours from the 
victim

• Committed by criminals online, or 
by people you know



How do they do it?
“Hi, how are you?     x”

…“Cute profile pic! xx”

…“Wanna swap pics? xxx”

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiu_ri52OPWAhXIaFAKHSPgAskQjRwIBw&url=http://www.hey.fr/tools/emoji/iphone.html&psig=AOvVaw0BhK0IZLTdG_wzti2AxNB8&ust=1507643659374786


How do they do it?
• Livestreams are recorded, videos 

and photos saved
• Offenders then threaten to share 

these with the victim’s family or 
friends or post them online

• This type of crime has a 
significant effect on victims



What should I do?
• Stop talking to the offender

• Screengrab all of the messages 
and the offender’s username, etc.

• Don’t delete anything

• Report it

• Don’t pay or send further images





• Within school using school owned devices.

• At home using personal devices, using 

home broadband connection.

• Out and about using 3G / 4G mobile 

network.



Five Acres High School uses an industry 

standard web filtering system provided by 

Smoothwall.  It is one of the UK’s favourite 

web filtering providers



Parental controls on your home internet

Most UK broadband providers offer free 

whole-home parental controls, which apply to 

any device that connects to your broadband 

via your home hub / router.



BT

Available for free, they include strict, moderate 

and light filters, an option to restrict access to 

specific websites and a homework-time 

setting that blocks social media, gaming and 

homework cheat websites.



TalkTalk

The free package includes Kids Safe, which 

lets you block inappropriate sites you’d rather 

children didn’t see. You can also use it for 

Homework Time, restricting the hours they 

can go on certain websites, while Virus Alerts 

lets you browse safely.



Sky

You can customise your settings in three 

steps:

1. Choose a rating: PG, 13 or 18

2. Use the Watershed feature to set 

restrictions at certain times of the day

3. Add specific websites that you would like to 

block.



Mobile phone companies can filter content 

rated 18+ at the network level.

The UK’s main mobile providers (e.g. 

Vodafone, EE, O2 and Three) automatically 

block 18+ rated content through the Active 

Choice network-level filtering system.



EE

EE has three settings -

Strict, Moderate and Off - you can choose 

exactly what level of security you'd like.

Please note: All new and existing accounts 

with Content Lock enabled have the Moderate 

setting applied by default. 
http://ee.co.uk/help/help-new/safety-and-security/content-lock/switching-content-lock-on-or-off

http://ee.co.uk/help/help-new/safety-and-security/content-lock/switching-content-lock-on-or-off


O2

To help keep kids safe online, O2 filter and 

block 18+ sites, as classified by the British 

Board of Film Classification.

https://www.o2.co.uk/help/safety-and-security/age-restricted-content-and-age-verification

https://www.o2.co.uk/help/safety-and-security/age-restricted-content-and-age-verification


Three

Three work together with industry peers, 
regulators, government, law enforcement 

agencies, children's charities and the Internet 
Watch Foundation to offer safeguards to protect 

children from inappropriate content online.

https://support.three.co.uk/SRVS/CGI-

BIN/WEBISAPI.DLL?Command=New,Kb=Mobile,Ts=Mobile,T=Article,varset_cat=internetapps,varset_s
ubcat=3582,Case=obj(16080)

https://support.three.co.uk/SRVS/CGI-BIN/WEBISAPI.DLL?Command=New,Kb=Mobile,Ts=Mobile,T=Article,varset_cat=internetapps,varset_subcat=3582,Case=obj(16080)


Vodafone

Vodafone has an age-restricted content 

control bar which is switched-on as standard. 

This is to protect younger users from seeing 

images and accessing websites, apps or other 

content that are inappropriate for under 18s.

https://support.vodafone.co.uk/Using-our-network/Content-control-settings/38914008/How-do-I-switch-off-

content-control-on-my-mobile-device.htm

https://support.vodafone.co.uk/Using-our-network/Content-control-settings/38914008/How-do-I-switch-off-content-control-on-my-mobile-device.htm


Helplines and information on our website.

Internet security advice for parents

08088005002


